Cloud Computing Contracts:

Cloud computing = data storage, processing and application services + provided by 3rd party + using 3rd party equipment.
Basically, cloud computing is using Gmail instead of an email program you installed on your computer. It is using Google docs instead of installing Word on your laptop. It is using Youtube or Picasaweb instead of storing images/videos on your hard drive. 

1. Need to assess 3 overall considerations in order determine how hard to push back on the contract:

a. Sensitivity of the data?

If you will be sending Personally Identifiable Information (PII) or trade secret information to the cloud, then you need to ramp up your push back on the contract, especially indemnification, LoL, and security issues. If it is standard public data, then you don’t need to have walk away thresholds. 

b. Mission critical?

Is the data that is being sent to the cloud critical for the performance, operation or revenue of the company? If so, then you will need to focus hard on service level issues, as well as ensuring that the limitation of liability amounts are not too low. Also, you will want to make sure that it is not subject to hostage taking.
c. Volume of the data to be stored?

If the volume is large, then you will also want to make sure that there is sufficient back up and data retention requirements so that you are not left with having to reconstitute your entire data set. Also, you will want to make sure that it is not subject to hostage taking.
Most cloud vendors will have their own form contracts to use. However, many or most of the essential terms and conditions may be absent in that form agreement. Use the below check list to help ensure your contract is protective as you need. 
Outsourcing Contracts checklist:

· Warranty / indemnification:

· basic warranty “workman like manner”
· perform according to a written specification

· make sure warranty period is for term, not the typical 90 day, etc.. period.
· Because the fees are smaller and paid over time, it is difficult to get robust warranties and remedies in the contract which can make the agreement risky. Try to get the estimated maximum amount of fees under the agreement
· Indemnification provisions are critical if a, b or c above are on the high side. You need indemnification against breaches of security (because the victims of a breach will come after you, not your invisible provider) and loss of data (because the data owners will come after you, not your invisible provider). Watch out for caps on liability. 

· Do not allow an disclaimer for loss of data if a, b or c above are on the high side. 

· Insurance: make sure that they have a policy that will cover your losses and indemnification rights. 

· Force Majeure:

· Make sure that the carve outs for their service performance are more “Acts of God” than anything under their direct or indirect control. Indirect control are situations where the provider has entered into a contract with a third party and the provider’s performance should not be excused because of something their “partner” caused. This should be covered in the contract between the two, and it should not affect the service they provide to you.
· Ownership and Access:

· customer’s data belongs to customer + vendor must return at any time

· don’t let vendor hold data hostage in the event of dispute
· ensure that there is IP ownership language and that you’re company retains ownership to all of its content, and obtain assignment rights for any IP that may be created on top or in conjunction with your IP by the vendor. 

· Location of where the data is going to be hosted is very important. If EU personal information is hosted outside of the EU, that would likely violate EU law unless all parties are compliant or have FTC Safe Harbor. Also, data could create jurisdiction issue if the law says that the physical presence of data subject the data owner to local jurisdiction. Finally, you don’t want to get into a situation where the local jurisdiction prevents the release of information, but you are compelled by subpoena to release the information. 

· Vendor bankruptcy could cut off access to data (unlike software federal bankruptcy laws). Try to ensure continued access to data, look at backup requirements and access or escrow data if possible. 
· Cloud service providers should provide us with notice as to which third parties will have the ability to access our data and for what purposes, including subcontractors, subcontractors of subcontractors and so on. The classic example is a SaaS running on a third party cloud. These relationships may be more attenuated than meets the eye as there may be third and fourth levels of cloud providers processing customer data, and we may have no idea who is actually handling their data.
· Should solely “own” the data we put into a cloud service provider’s cloud, and cloud service providers shall use our information solely for the purposes of providing services to the us, unless otherwise explicitly agreed.
· Legal and data retention process

· “litigation cooperation” requires vendor to preserve data and cooperate with disco very requests in litigation (litigation hold). If can’t be included, then need to have data backup plan
· They should reveal their data search, retention and destruction practices to us; 
· They should provide notice (within hours, not days) of the service of any subpoena or other legal process seeking their customers’ data, and shall assist and cooperate with us in responding to such legal process. It is crucial for managing legal risk. If a cloud service provider sits on a subpoena or other legal process it could harm us, and hamper our ability to adequately respond to such a request and develop legal positions. Cloud service providers should develop a process for promptly dealing with these requests and providing notice to their customers.
· They should develop and enable data search, retention and destruction capabilities in order to allow us to implement our own data retention programs, efficiently effectuate litigation holds, and locate, collect and preserve relevant data, including metadata; 
· They should build in processes and controls that allow for the efficient authentication of data (e.g. accurate time-stamping; metadata; chain-of-custody indicators, etc.)
· Termination and Post-Termination

· post-termination assistance + hourly rates
· Financial

· cap in increases in fees over term

· Service Levels
· There must be an SLA and it should give rights to terminate the agreement for chronic SLA shortfalls if the service is terrible. Otherwise, you’re left with trying to prove that the poor service is “material” which is most likely subject to 30 day cure rights for each occurrence. Plus, if they disagree it is material because there is no quantifiable measurement of poor service, then you risk terminating the agreement and still subject to payment of fees under the contract. 
· Security:
· You could be responsible to your customers if your cloud service suffers a breach. You need to make sure that the liability flows downward, and that there is a sufficient pool of funds to cover you in the event of a breach. 
· conduct reasonable due diligence and security assessments of subcontractors or other third parties that will have access to customers’ data or systems, and shall enter into contracts with such third parties that hold those third parties to substantially similar obligations as in their cloud agreements with their customers
· Data loss liability – the vendor has the equipment and should be liable because it is in his control or custody. So insist on backup policies and data recovery obligations if mission critical and customer doesn’t have its own data
· ISO 27002 are good security standards to require for core sensitive data

· In the event of a breach, try to ensure that you will be treated equally to the other clients and the service provider itself. When the engineers are restoring the system post-breach, they typically roll out the customers on a priority method. You don’t want to be the last one up.

· In the event a cloud provider suffers a security breach, Cloud providers shall provide prompt notice of the security breach to their affected cloud customers, shall coordinate, cooperate and assist their customers with the investigation, containment and mitigation of the breach, and shall allow their cloud customers to conduct their own forensic assessment and investigation of the security breach.
· Have they ever had a 3rd party independent verification of their security practices?
· Will credit cards be stored? Are they PCI compliant?
· Privacy:

· Look at EU Safe Harbor practices if customer plans to take personal data from the US – because the customer, not the vendor, could be held liable
· vendor may want to use customer statistics and analytics in reports that are sold – this may be contrary to privacy policy. Check privacy policies and control use. Require aggregation at a minimum. This is a new revenue model that is potentially contrary to your interests. 
· Be careful with language about their rights to use our PII, especially in a bankruptcy or acquisition, where the PII is often a substantial asset. The new owner may not be required to comply with your privacy policy.

