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SUMMARY: Cloud computing is an emerging area, but what privacy rights do users have? The Electronic Communications Privacy Act and its component, the Stored Communications Act, are difficult enough to apply to regular computers and e-mail. What are the rules for cloud computing? Do the statutes need to be amended? The authors analyze the issues, providers' practices, and the best practices for users.

ARTICLE:  Imagine being able to store in a "cloud" what you normally store on your personal computer or server. A user of a "cloud" can store documents, spreadsheets, photographs, business plans, tax and financial information, videos, health records, and sales numbers.  n1 According to the research firm Gartner, cloud computing services revenue is expected to expand to $150.1 billion in 2013.  n2 Cloud computing is "the sharing or storage by users of their own information on remote servers owned or operated by others and accessed through the Internet or other connections."  n3 Many daily Internet activities, such as e-mail, wiki applications, online tax preparation, and document sharing, are accomplished through "clouds" without the user realizing it.  n4 Cloud computing services are sold on their convenience and accessibility to the user. What is unclear is whether there is a reasonable expectation of privacy in data stored in a "cloud."

 Cloud computing
 Google Documents, Amazon Web Services (AWS), and Mozy are examples of "cloud computing."  n5 Google Docs allows the user to "create and share your work online," "upload your files from your desktop," and gain "access [from] anywhere."  n6 With AWS a user can "requisition compute[r] power, storage, and other services --- gaining access to a suite of elastic IT infrastructure services as your business demands them."  n7 Mozy allows the user to protect music, photos, and other computer files.  n8 Users agree to terms of service prior to being able to access the "cloud" or store their documents or e-mails in the "cloud." Google's terms of service include a provision that "if Google disables access to your account, you may be prevented from accessing the Services, your account details or any files or other content which is contained in your account."  n9 Google's terms of service also include references to content that the user posts, submits, or displays through the Services that allow Google

 in performing the required technical steps to provide the Services to our users, [to] (a) transmit or distribute your Content over various public networks and in various media; and (b) make such changes to your Content as are necessary to conform and adapt that Content to the technical requirements of connecting networks, devices, services or media.  n10

 AWS has similar terms of use and includes a paragraph that allows Amazon "the right but not the obligation to monitor and edit or remove any activity or content."  n11 Unlike Google, AWS does not specifically define "content." Mozy has an End User License Agreement that is included in the installation portion of the MozyHome software.  n12 Like AWS, Mozy does not define content.

 Right of Privacy in information on computers
 The Fourth Amendment states: "The right of the people to be secure in their persons, houses, papers, and effects against unreasonable searches and seizures, shall not be violated...." It is well settled that the right of privacy of individuals extends to protection of information on their own personal hard drives.  n13 The expectation of a right of privacy was extended to Internet communications under the Stored Communications Act (SCA)  n14 enacted as part of the Electronic Communications Privacy Act (ECPA) in 1986.  n15 Under the SCA, two types of providers are regulated: of electronic communication services (ECS)  n16 and of remote computing services (RCS).  n17 Access to stored communications located at an ECS requires a search warrant for disclosure of the contents of electronic communications  n18 in electronic storage  n19 for 180 days or less to government entities.  n20 Contents of electronic communications in electronic storage for more than 180 days at a RCS can be obtained by a search warrant,  n21 a subpoena,  n22 or a court order with prior notice to the subscriber.  n23 Privacy protections such as a search warrant, subpoena, or court order apply only to public computers under the SCA.  n24 An e-mail or a document is subject to different legal standards during its lifecycle.  n25

 The Ninth Circuit discussed electronic storage quite extensively in Theofel v. Farey-Jones.  n26 As part of litigation, Farey-Jones sought access to ICA's e-mail via a subpoena of "all copies of emails sent to or received by anyone at ICA."  n27 The Internet service provider, apparently not represented by counsel, explained that the amount of e-mail sought under the subpoena was substantial and eventually offered Farey-Jones a "free sample" of 399 messages.  n28 Litigation ensued as to whether federal electronic privacy laws were violated.  n29 As part of the analysis, the Ninth Circuit examined the legislative history of the SCA and what is "backup protection." The United States Department of Justice (DOJ) filed an amicus brief disputing the interpretation by the Ninth Circuit of the SCA. DOJ claimed that because "(B) refers to 'any storage of such communication,' it applies only to backup copies of messages that are themselves in temporary, intermediate storage under subsection (A)."  n30 Ultimately, the Ninth Circuit decided that Farey-Jones had violated the SCA and that the "free sample" of messages had been stored "for purposes of backup protection" under 18 U.S.C. § 2510(17(B).

 Analysis
 When the user puts information in the "cloud," she may not even know where the "cloud" is located or what expectation of privacy to have for her data and documents in the "cloud."  n31 Information that the user puts in the "cloud" eventually "ends up on a physical machine owned by a particular company or person located in a specific country."  n32 The stored information is then subject to the laws of the specific country in which the physical machine is located.  n33 If the physical machine is located in the United States, then the SCA would govern the right of privacy in the contents.  n34 If the user is lucky and the physical machine is located in the Ninth Circuit, she may receive different protection than for a machine located in another circuit.  n35

 At the same time, how the "cloud computing" service characterizes itself - as either an ECS or RCS - could impact what rights the user has in the data, and the wrong characterization could allow easier access, e.g. subpoena without notice to the customer. Most of the "cloud computing" companies, such as Google, Amazon, and Mozy, encourage long-term storage of e-mails and documents on their systems. But even then, it appears that the U.S. district courts and DOJ may not agree on what expectation of privacy the user would have in electronic storage. DOJ sees electronic storage as "a split between two interpretations of 'electronic storage' -- a traditional narrow interpretation and an expansive interpretation supplied by the Ninth Circuit."  n36 As a practical matter, federal law enforcement within the Ninth Circuit is bound by the Ninth Circuit's decision in Theofel, but law enforcement elsewhere may continue to apply the traditional interpretation of "electronic storage."  n37

 Is it time for the SCA (ECPA) to be updated to reflect the changes in technology since 1986? The Digital Due Process coalition is lobbying to have the ECPA updated.  n38 The coalition believes that the "ECPA is a patchwork of confusing standards that have been interpreted inconsistently by the courts, creating uncertainty for both service providers and law enforcement agencies."  n39 Several members testified on May 5, 2010, before the House Committee on the Judiciary, Subcommittee on the Constitution, Civil Rights, and Civil Liberties at a hearing on Electronic Communications Privacy Act Reform.  n40 Witnesses  n41 testified that "cloud computing" is not "accorded the traditional protection of the judicial warrant" under the ECPA,  n42 which has not been revised since 1986.

 With the right of privacy unclear for data in "clouds," the customer would be wise to avoid storing information that he wishes to remain private or hope that he is able to meet the conditions that would require a subpoena or search warrant (e.g., don't store any e-mails over 180 days). The practitioner may also want to avoid storing data that is subject to other regulatory controls such as the Health Insurance Portability and Accountability Act (HIPAA)  n43 or tax preparation laws,  n44 particularly when the terms of service could allow the "cloud" supplier to monitor or make changes to the content.  n45 The "cloud" provider would have little motivation to resist the subpoena as the user would.  n46 But even then, the user needs to carefully review the terms of the agreement.

 As Congressman Nadler stated in the press release on the proposed hearings for communication privacy reform,

 The framers of the Constitution placed great emphasis on the right of all people to be "secure in their persons, houses, papers, and effects against unreasonable searches and seizures." The technology has changed since the 18th century, but the principle has not. Congress must ensure that however transmitted, and however stored, our communications are properly protected.  n47
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