Exhibits:

Most technology agreements are structured to have a Master Agreement contain the legal T&Cs and subordinate Exhibits that contain other essential T&Cs for the parties. 

Common exhibits are:

· Pricing

· Statements of Work

· Specifications

· Service Level Agreements

· Definitions

· Change Order Process

· Confidentiality Provisions

· Purchase Orders

Here are some things to watch out for in the various exhibits:

Pricing Exhibits: This is a document that is going to be heavily scrutinized by the business people, so there typically isn’t a lot to do with pricing exhibits. 

· Make sure the products are described accurately and the terms are consistent throughout the exhibit and Agreement. This avoids confusion down the road if the parties disagree on what is being paid for. 

· Use tables to separate product/services from each other. It is easier to track prices and add specific terms to a product this way. 

Statement of Work (professional services agreements): 
This document is typically written by the technical people. However, there are several things the attorney will have to watch out for.

· Milestones. These define when certain parts of a deliverable is going to be created, and there is often a payment linked to a milestone. Make sure that you understand what causes a milestone moment – is it delivery of work product? Is it acceptance of work product? Is it an objective metric that is achieved? 

· Acceptance. Understand the acceptance procedure and whether there are any “bites of the TechCo” to consider. Be sure that acceptance is not dependent on something the other party has to do. If so, then carve out that dependency, or extend the delay in delivery by the amount of time the other side sits on their dependent action. The more objective the acceptance criteria are, the better for all parties. For example, a product is deemed accepted when a public customer is able to use the service. Or when the deliverable achieves “X” efficiency. 

· Pricing. Make sure that the pricing obligations are clearly defined so all parties know what is due and when. This usually requires tight milestone and acceptance language. 

· Specifications. Take a look at your indemnification language to see if specifications are carved out from the other side’s indemnification obligation. Watch for “except for Provider’s compliance with Buyer’s specifications”. That could mean that anything contained in the specification is not covered by the provider’s indemnification obligation. This could be huge. So watch out for language in the SOW that states: The following sections in this SOW are pursuant to Buyer’s Specifications”. 

Service Level Agreements (services agreements). 

This document sets forth the level of service that one party is signing up to according to objective service metrics. It is a form of warranty. 
Main components for an SLA are: 

· Description of the service that is subject to the SLA

· Metrics and service level commitments 

· Uptime per month (% per month)

· Response and resolution for various levels of severity (Sev 1, Sev 2, etc…) (how many minutes/hours will a response and/or resolution take based on severity?)

· Other service-specific commitments

· Credits for blowing the metrics / commitments

· Termination rights for really blowing it

· Contact information and escalation path

Quick check list for SLAs:

1. Are there uptime commitments? Usually stated as  99.x%

2. Are there “teeth” to the SLA; meaning are there credits as a percent of what you will pay in the month against the amount of downtime during the month? Watch out for total monthly caps, like 50%. This means that if you owe them $5,000, and they are down 100% of the time, they will only give you are credit of $2,500 – which means you will have to pay$2,5000 for a service you did not receive.

3. Can you get out of the contract for continuous poor performance? This is known as “chronic failure”, and gives you termination rights if they have X incidents in a 3 consecutive months or Y times in any given 12 month period. Note: Make sure that the termination provisions are not limited to material breaches, unless you specifically call out the chronic failures constitute a material breach.

4. Are there hard resolution commitments? This means that they will resolve, not just respond to you via email, an issue based on its level of severity (Sev 1, Sev 2, etc…). Many companies will try to get away with only a response time, which isn’t very helpful, or they will have resolution “targets”, which provides wiggle room. 

5. Make sure the warranty section includes the SLA metric and that the warranty section in the MSA does not contain the only warranties, and all other warranties (including the 

· Make sure the metrics are objective so any party can calculate them.

· Make sure that the service credits are adequate. Usually, they are a % of the amount paid that month for a service contract. The provider usually tries to cap the credits at a certain % of the fees paid that month, which is usually unacceptable to the other side. Why should the buyer have to pay for service that he isn’t getting? That would happen if the credits were capped at 50%, for example, and the service was down more than 50% of the time. 

· Are the credits or termination rights the sole remedy? That means that the buyer can’t sue for related claims. 

· Are the SLA credits the sole remedy to the buyer? If so, that isn’t great because if the service is persistently terrible, it should have the right to get out of the contract – perhaps with damages. 

· These are often called termination rights for chronic shortfalls/outages/non-performance. Example: 2 times in any two consecutive months or 3 times in a 6 month period gives a party the right to terminate the agreement. 

· Check the termination language in the agreement to make sure that the only termination rights are described there because that could be a problem if the master agreement’s terms take precedence over Exhibits. If so, add termination rights for chronic non-performance as set forth in the SLA to the termination section. 

Key SLA Concepts:

· Level of effort:  Vendors should consider whether they want their performance under the service agreement to be absolute or subject to a less than absolute standard, such as “commercially reasonable efforts”. Though it is more beneficial for the vendor’s efforts to be limited to using “commercially reasonable efforts,” such a term, though defined through judicial precedent in other legal contexts, does not yet have a clear definition in the cloud computing context. 

· Nature of Obligations:  Most service level agreements focus on availability of the service but vendors should also be prepared to respond to requests for service level commitments on performance of the service, such as response times (i.e., how quickly the software processes requests) and bandwidth (i.e., how much computing capacity is available at a given time). 

· Definition of Uptime:  The availability of the service, or uptime, should be comprised of four distinct variables:  (1) basis for measurement (i.e., the period for measurement, which is usually monthly or annually, the percentage of committed uptime, anywhere from 95% to 99.99%, whether or not the measurement is averaged over all users or just calculated on an individual user basis); (2) what constitutes downtime (i.e., minimum downtime increments, whether downtime must occur during a particular time of day and/or whether the frequency of downtimes is a factor; (3) permitted downtime (such as scheduled maintenance or emergency maintenance, each of which should be carefully defined with prescribed notice periods to the customer); and (4) circumstances that do not constitute downtime (such as downtime caused by the customer or downtimes that do not affect the vendor’s customer base generally or are otherwise isolated or specific to a given customer).

· Ability to Suspend Services:  In some cases, the cloud computing vendor may find it necessary to suspend services, such as if a customer’s use of the services creates a security risk. While it is reasonable for the vendor to retain this right, it will be important for the vendor to consider how much and whether notice can be given in advance to its customers of any service suspension and whether the suspension should be considered “permitted downtime.”

· Service Credits:  Vendors must consider the amount of service credits available to customers, whether customers are automatically entitled to the credits or must apply for them, whether there are any circumstances under which the vendor can provide an actual refund to the customer.

SLA Metrics in time:

99.999% = 43 seconds

  99.99% = 4.3 minutes

    99.9% =  43 minutes

       99% =  7 hours

Total: 60 minutes x 24 hours x 30 days = 43,200 minutes in a month

Downtime: 12 minutes

Scheduled downtime: 2 hours per week or 8 hours per month or 480 minutes per month

Customer caused = 0

Uptime = 99.97%

Purchase Orders. In this situation, the master agreement contains the legal terms and the PO contains the details of the purchase, such as quantity, price, quality, delivery times, etc… However, be very careful if the conflict of terms has the PO taking precedence over the master terms because companies can bury a lot of conditions in these forms. Large companies often do this because their master agreements are uneditable. So deal-specific terms get added to POs. If they are added by the seller, they are not going to be favorable to the seller. Look for language at the very end of POs and other similar attachments. This is where the “small print” can really create liability or deplete the value that one side thought they were getting.
