Tips for reviewing NDAs:
Generally, NDAs will not be enforced too often. However, the main reason companies use NDAs outside of the employee/subcontractor realm is to preserve trade secret claims. Most NDAs have the same who, what, when, where and why content:

· Description of is being disclosed, and what are the exceptions of the confidential status, like: already publicly known, independently obtained, etc… 

· Who is disclosing and who can the information be shared with

· For what purpose can the information be used

· How long does the recipient have to keep the information quiet, and how long are the parties under the “cone of silence”? 

TIPS
1. When business person asks you to review the NDA, ask the following questions to get a feel for the scope of the NDA:

a. Who is disclosing information: us, them or both?

b. How sensitive is the information being disclosed?

i. Sensitive for us: 

1. then carefully review for hard procedural burdens (must mark as Confidential or 30 day follow up notice for oral disclosures), 

2. residuals language (gives them latitude to use whatever they retain in the unaided brain)
3. short time frames (non-disclosure obligation too short) 

4. description too narrow, (may not cover all stuff that you need covered)
5. uses of information too broad (keep what they can do with the information narrow)
6. breadth of permissible people to share with too broad (you don’t want it widely disseminated internally, or you don’t want potential affiliates to have the information)
7. try to understand what is really confidential information because going overboard to protect something that in the end is either not protectable or isn’t of actual commercial value is not helpful. Confidential information in the end is only the information you would sue to protect from being disclosed. Be real about your information and the industry you are in. Pharmaceutical, biotech, semi-conductor, hardware manufacturers, etc… have a lot of interest in insuring that their information does not get into the wrong hands. Other industries really don’t have much information to protect, other than financial and product road map information. But would they really litigate to prevent disclosure? 

ii. Sensitive for them:
1. Too broad – covers everything they may possibly divulge. Need to carve it back to what is really at stake. 
2. Long time frames that will unduly burden the liability. 
3. Burden on who can share with – need to know, in writing, who will use or have access. 
4. Too narrow of a use description – risk that NDA won’t be updated as relationship mature
5. Mandatory destruction of information post contract. Try to get “destruction upon request”. Really be careful about a certification requirement that the information has been destroyed because it is so difficult to certify that all the information is truly destroyed everywhere, regardless of whether it is at actual risk of being misappropriated. 
2. Reviewing the NDA:
a. Look to see if it is a one way or two way (usually in intro). If it is one way, be sure to inform your business people not to share ANYTHING with the other side. Many times, large companies don’t want to be burdened with 3rd party confidential information because the disclosure could come back later and claim that the large company used their CI in a product, for example. So sometimes companies will require 1 way NDAs as an incentive to discourage the other side from disclosing anything of value. 
b. Do a Word search on other party’s name to see if they added special unilateral obligations in the body. Or language that does not belong in an NDA
i. IP ownership or transfer language
ii. Exclusivity language
iii. No-poaching language
c. Make sure party names and address are correct
d. Make sure the “purpose” is not improperly one-sided
e. Make sure there is a term for the NDA and a term for the disclosures (search for “year”)
f. Check the obligations to ensure confidential information (writing, etc…) and inform business people in email that they have an obligation 
g. Beware of  residuals clauses 
h. Is there a requirement to destroy information after the term? You should always push for “upon formal request” to destroy information because it is a large burden to have to delete or destroy information wherever it lies. Also, be VERY careful about a requirement to certify that the information has been destroyed. That adds even more liability to the recipient. 
i. Check choice of law – try to get yours. Default should be the buyer’s jurisdiction
j. Make sure you get the signed version back into your files!
3. The Standard Carve-outs from the definition of Confidential Information 
a. BECOMES PUBLIC 

i. (i) is or becomes a matter of public knowledge through no fault of the Receiving Party; 

b. WE ALREADY HAVE IT

i. (ii) was in the Receiving Party's possession or known by it prior to receipt from the Disclosing Party; 
c.  SOMEONE ELSE TOLD US 

i. (iii) was rightfully disclosed to the Receiving Party by another person without restriction; or 
d. WE COME INDEPENDENTLY CAME UP WITH IT 

i. (iv) is independently developed by the Receiving Party without access to such Confidential Information.
